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AT THE CORE

THIS ARTICLE EXAMINES:

¢ The components of life cycle
information management
systems

* The functional requirements
for records management
applications

¢ Tools for life cycle information
management systems

he diversity of formats and

media to be included in

recordkeeping systems is

growing dramatically. How

can users and information managers

capture these newer formats, such as

video and audio, so that they can be
effectively managed as records?

What are the fundamental chal-

lenges posed by non-traditional

media and formats? To begin with,
users must capture these products in
such a way that they can manage
them as records. Users must capture
the appropriate metadata that will
allow them to manage, use, protect,
and disseminate these advanced
record types. This technology
band-

width, digital storage systems, and

requires communications
techniques that dwarf the technology
requirements of the past and merely
scratch the surface when predicting
where future requirements will lead.
How do users incorporate compres-
sion techniques that reduce these
requirements while maintaining the
integrity of these record types?
These questions and many more
are addressed by exploring the com-
ponents required for an end-to-end
life-cycle management system. The

challenges in integrating these com-

emendt:

Editor’s Note: The companies and products named in this article are provided as examples by
the authors. Their appearance here does not constitute endorsement by ARMA International.
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ponents and exploring the roadmap
for constructing a system that is both
useful and successful in the mission
of records and information manage-
ment is addressed in the following

sections.

Center for Army Lessons
Learned (CALL) System

The primary mission of the
Center for Army Lessons Learned
(CALL) system is to provide the
right information to the right person
at the right time in the right form,
anywhere in the world. Although the
CALL system is commonly referred
to as the CALL DB (database), it is
not truly a database. It is comprised
of four principal systems - an
CALL
Collection Observations Management
System (CALLCOMS), the Virtual
Research Library, and the Defense
Information Technology Testbed
(DITT), which is developing a life-
cycle management system.

The CALL DB encompasses
established processes and method-

Internet  Gateway, the
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ologies, search engines, advanced
tools, a records management applica-
tion, document management systems,
communication lines, and numerous
information systems, and it is avail-
able through the World Wide Web
(WWW). The CALL implements the
“thoughtware” required to sustain
and evolve these robust information
tools, systems, and their respective
functionality as a coherent whole.
To support the development, imple-
mentation, management, and use
of the CALL DB, a team comprised
of people from various information
and military disciplines — military ana-
lysts, management analysts, library
scientists, historians, archivists,
archives specialists, records and
information managers, lexicogra-
phers, search engineers, and infor-
mation technology specialists — was
assembled.

The life-cycle management system
(LCMS) is an integral component of
the Virtual Research Library and the
CALL DB. Each component of the

overall system was developed and
implemented to perform a specific
function as well as to contribute to the
overall functionality and capability
of the Virtual Research Library.
Resources (time, money, and per-
sonnel) required for one system are
others. This
and philosophy has

cross-utilized in
approach
reduced overall investment costs,
ensured open architecture, alleviated
duplication of effort, and utilized
the strengths of systems already
developed for specialized purposes
by incorporating them into a family
of systems, thereby enabling the U.S.
Army and other Department of
Defense (DoD) agencies to do far
more than their leaders had ever
imagined. This approach applies
the true definition of a knowledge
management system: many systems
working together to provide infor-
mation at the level desired or needed,
whether it is raw data, primary or
secondary documents and records,
or analyzed information.
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Components
The components of a life-cycle

management system are illustrated
in Figure 1.

Capture

One of many challenges facing
records and information manage-
ment (RIM) professionals today is to
capture records and information
effectively. CALL subject matter
experts (SMEs) have been struggling
with this dilemma for some time and
have reached the conclusion that
RIM managers must have the capa-
bility to capture or acquire electronic
records at their creation or approval
points. Components of a LCMS
should have the capability to identify
records at their creation point and to
establish and capture the audit trail
and status of records as they are rout-
ed through an organization for
review, revision, approval, and final
distribution. The system would then
be able to capture the official record
once the division or person who has
been delegated the authority to
“sign” and release records has
approved and saved the docu-
ment/record as “final.” This process
may sound simple but, in fact, it
requires careful planning, integra-
tion, and implementation of numer-
ous systems and cross-utilization
of information and RIM personnel.
Records and information managers
can insert themselves as SMEs and
assist with or physically configure
the functional side of a records man-
agement application (RMA) and
workflow system. These systems uti-
lize existing local area networks and
require functional and technical con-
figurations of workflow and docu-
ment management systems that will
enhance users’/action officers’ capa-
bilities and provide them with help-
ful tools at their desktops. The desk-
top tools and functional configura-
tions contribute to the identification
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of a record through the capture of
metadata. These tools establish the
integrity of the record through audit
logs and “official” signatures,
enabling all or any part of the process
to be captured and stored in the RMA
software, its relational database and
repository.

CALL-DITT continues to review
and work on the development of
software applications that are inte-
grated at the personal computer
level. These tools must be simple to
use, provide file management capa-
bilities, and contribute to the
user’s/action officer’s daily business
process of creating, routing, and
identifying records. If action officers
can use the same software to orga-
nize and locate records in their per-
sonal file space, then RIM managers
have contributed to the overall
process of identifying important
records so that they can be acquired
for management, legal, and long-
term preservation.

CALL-DITT has concentrated on

implementing an RMA software

against the Virtual Research Library
multimedia holdings. The compo-
nents of this effort are discussed next.

Collection, Identification,
and Upload

One of the most basic challenges
in acquiring records for long-term
preservation and use is being able
to identify them. In November 1997,
the DoD finalized the standard DoD-
STD 5015.2, Functional Requirements
for a Records Management Applicm‘ion.l
It also provided, for the first time, a
reference tool and guideline for all
DoD agencies. Most importantly, it
provided a minimum set of metadata
required to identify and manage
information as a record. It also
defined system requirements for
performing the management function
using a software application. This

standard is worth looking at,
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digesting, and applying to an organi- minimum metadata requirements

zation’s records system, whether from this standard as it was being
analog or digital.
Although the DoD standard

includes technical requirements and

developed. By actually trying to
implement the emerging standard,
numerous portions of the standard
capabilities for a RMA, it also were identified as either unrealistic
includes the minimum requirements or too vague, enabling it to be revised
for identifying a record’s metadata, prior to staffing and finalization. This
so that the record can be managed
CALL-DITT

reviewing and implementing the

practice of “spiral development” —

effectively. began the actual testing of a functional

requirement prior to implementation
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or technical testing — has enabled the

DoD to save precious resources and
provide a realistic policy and stan-
dard that is implementable.

Conversion

The conversion component of any
system typically deals with migra-
tion of legacy data that must be
maintained in accordance with dis-
position requirements. These records
and/or data types are usually a

secondary capture process of legacy
data. This component may require
both software and hardware imple-
mentation, and it must maintain the
integrity of the record throughout
this process. Two primary processes
accomplish this step.

1. Analog to digital — In this compo-
nent the conversion takes the
form of translating one media
type into another. This translation
could be accomplished by scan-

ning paper into a digital format or

converting analog video (i.e.,
VHS) into digital video format. In
the example of paper to digital

oy
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Figure 2. Paper to Digital Conversion
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conversion shown in Figure 2, the
correct image format should be
chosen such that the digital ver-
sion is an exact duplicate of the
original and that lossless com-
pression techniques are used to
prevent information loss during
the use of compression algo-
rithms. Other formats, such as a
distribution format like portable
document format (PDF), can be
linked to the lossless format to
fulfill search, retrieval, and distri-

bution requirements.

Software — Software conversion is
the more difficult process because
the differences are very subtle
over time. The conversion moves
through incremental changes that
may go unnoticed until major
changes are required. Two issues
related to software conversion are
version control and operating sys-

tem changes.

¢ Version Control — An example
of version control would be
converting Microsoft®  Word
version 2.0 to version 5.0. This
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conversion would be done at a
system level, and it would assist
in keeping records as close as
possible to the current technology
with minimal impact on financial
investment. Typically, the newest
version of a commercial software
can read only the last or the two
previous versions of a software
release.

¢ Operating System Changes —
Changes in operating systems
(OS) can be quite crippling if not
monitored closely. This possibility
is one of the biggest fears for
agencies such as the U.S. National
Archives and Records Admini-
stration, whose mission is to
the
nation’s history. Systems are
developed around OS, and when
the OS changes, the older systems

preserve record of our

are no longer supported. This lack
of support results in costly
changes that can take months, if
not years, to correct.

Records Management
Application Software

RMA software can mean differ-
ent things to different people. Define
the capabilities you expect your
RMA to perform prior to purchasing
RMA software and avoid being
disappointed in its capabilities. You
may be surprised that your expecta-
tions require a document manage-
ment and a workflow system in
addition to the RMA.

Although document management
and workflow software have been
around for a while in the United
States, RMA software has not. In
fact, two of the first RMAs to
be certified as meeting the DoD
standard were developed outside the
United States. Such development is
not unusual when you consider that
in countries outside the United
States,
performed as an integral part of

records management is




their archives and archival func-
tion. Canadian-developed ForeMost®,
Version 6.3, by Provenance Systems,
Inc., and Australian-developed
TRIM®, Version 4.2, by TOWER
Software Corporation were the first
to have been approved by the Joint
Interoperability Test Command
(JITC) at Fort Huachuca, Arizona, as

ized metadata requirements as well.

CALL-DITT has chosen to utilize
Tower’s TRIM as their RMA first
implementation. This decision was
based on the workflow, document
management, and RMA capabilities
TRIM offered. When a RMA is
packaged with a workflow and/or
document

management system,

The purpose of the records management
applications (RMA) certification-testing program
is to perform technical certification testing of RMA
products for compliance with DoD-STD 5015.2.

meeting the minimum requirements
set forth in the DoD standard.
Several other software applications
and integrated solutions have also
been approved. The mission of the
JITC is to support warfighters in their
efforts to manage information on and
off the battlefield. The purpose of the
RMA certification-testing program is
to perform technical certification test-
ing of RMA products for compliance
with DoD-STD 5015.2. The JITC will
provide a test report containing the
results of successful RMA certifica-
tion testing to each participating
vendor and to government program
managers engaged in the procure-
ment of RMA products. The JITC
will continue to evaluate and test
RMA software, posting summary
results for public access and utiliza-
tion. For the DoD, the JITC has been
delegated the authority to maintain
the DoD-STD 5015.2, and they are
facilitating a working group for the
first enhancement to the DoD
standard concentrating on minimum
system and functional requirements
for security classification and declas-
sification. This follow-on effort
includes identification of standard-

implementation and integration
costs are less, as are the requirements
to purchase and implement other
compatible systems that will provide
the metadata capture, audit trail,
and routing/staffing requirements
needed to support a life-cycle man-
agement system. Companies will
also have a proven, seamless product
that provides capabilities and tools at
the desktop level.

Through interaction with CALL-
DITT and other U.S. companies,
Tower’s TRIM desktop tools and
functionality are becoming more
user-friendly. The customers of RMA
software packages, such as TRIM,
are not just records and information
managers, but action officers, depart-
ment heads, and employees through-
out an organization.

TRIM has the capability to set
up metadata input templates using
various structures such as a file plan,
file series, or file retention. Most
legacy holdings do not come with
their respective metadata. Therefore,
CALL has chosen to implement
TRIM by functional area, which
enables minimum metadata input

responsibilities to be decentralized,
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i.e., performed by the various
information disciplines in-house.
Decentralization enables a records
management specialist (RMS) to
input metadata that applies to all
records as a “batch” and route
the “batch” to archive technicians
who apply long-term preservation,
search, and retrieval metadata at the
document level. When metadata
has been placed against individual
records, these records are sent to a
team chief, who is usually a historian
or an archivist. This individual has
the capability to view individual
records with their associated meta-
data or groups of records to deter-
mine the best archival structure and
arrangement. This value-added
structure provides users with an
additional option to search for, or
“browse,” through records within the
life-cycle management system using
metadata, document content, or both.

Because CALL had high-produc-
tion input requirements that TRIM
was not originally designed to handle,
the CALL-DITT team developed a
graphic user interface (GUI) that
enabled rapid metadata input and
metadata carry over from previous
metadata input screens’ completed
records to the next record to be
processed. This template and added
capability has streamlined the meta-
data input and upload process to the
long-term repository. A simple-to-use
GUI can also be provided to remote
customers who wish to utilize the
technology and systems within the
CALL LCMS. By providing them with
this GUI, remote customers are able to
utilize their own personnel resources
to identify their records and, conse-
quently, provide CALL with their
records already arranged and identi-
fied. This simple GUI has created a
win-win situation for CALL and its
remote customers. The ultimate bene-
fit is passed on to the end users.
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Digital Storage Systems

Digital storage systems required
to maintain records may be as simple
as a laptop computer or as elaborate
as a video server that can stream
video to 5,000 simultaneous users.
These systems should support open
architectures and provide timely and
consistent performance in delivering
records to the appropriate customers.

When choosing a media type for
storage, the longevity of the media
must support the disposition of the
records types that will be stored on it.
The fact that your records have been
stored and are physically in your
custody does not mean you can
recover the records. The storage
system and media chosen are affected
by mechanical and environmental
elements that can dramatically
improve or degrade your ability to
maintain your records; so choose
wisely based on all your needs.

Another fact to consider is how the
media type may affect your ability
to maintain dissimilar disposition
schedules. If you have chosen
CD-ROM as your media type, you
should store only records with
similar dispositions because you
cannot selectively remove individual
records from this media type.

Advanced Tools

Search engines, data mining and
visualization, abstract, summary,
user-defined graphical user interfaces,
and system and information security
capabilities are advanced tools that
CALL, under the DITT program, is
working on.

Search Engines

Search engines are extremely
important to internal and external
customers of your records. Search
and retrieval is where all the rewards
of metadata and document and
records management become appar-
ent to users. Most customers do not
care how records or information get

into the repository; they only want

to access, search, and retrieve them
easily. However, a repository is
only as good as the information it
contains and the search engine(s)
used. Ensuring data integrity, system
and information security, and files
identification are key functional
components that make a search
engine perform its primary function
of providing customers with the
right information in a timely manner.

In 1994, CALL documented
their functional requirements and,
after doing much homework, chose
Excalibur’s EFS search engine for the
Virtual Research Library. The search
engine software was acquired first
but had limited capabilities for meta-
data capture, input, and functional
management. Because the strength of
EFS was search and retrieval, the
team chose to concentrate its efforts
on document/record organization
and arrangement with minimum
metadata input to get records online
and accessible. That was the right
decision at the time, but the target
system still required capture, input,
and RMA components. With migra-
tion from Excalibur’s EFS to their
newer product, RetrievalWare, these
components will be implemented.

Like EFS, RetrievalWare provides
users with Boolean, content, or pat-
tern recognition search capabilities.
Because its strength is to search and
retrieve, CALL wants external users
(read-only) to continue accessing the
search engine GUI first, offering the
metadata and document content as
an option for search and retrieval.
Although CALL thought this to be an
everyday implementation method, it
is not. This method of accessing
records via the search engine side
instead of going through the RMA
creates challenges of its own.
Remember that the primary function
of a records management application
is to manage records, not to search
and retrieve.

More Search Engines

The CALL-DITT target system
provides users with numerous ways
and capabilities to get at the data
or information needed. For example,
the search engines CALL utilizes
are all state of the art. There are more
than 40 search engines available at
CALL's Web site at http://call.army.mil
(accessed 2 October 2000).

For records in HTML format,
CALL utilizes a visualization search

®

results automatically organized into

engine — SemioMap™ - that displays
related records groups. The team is
exploring the capability of applying
this type of technology to converted
records and pure electronic records
in formats other than HTML.

Data Mining and Visualization

Data mining and visualization
packages are critical tools that will
assist users of information and
knowledge sets in pairing down the
massive amounts of data that corre-
spond to their query. Customers may
use standard Boolean commands to
enter queries into the systems, and
networks and visualization tools will
show the links between data and con-
cepts that may have gone unnoticed
during the use of conventional query
tools. These advanced tools will allow
researchers to see on which areas
and/or documents of a database they
must focus their efforts.

These tools may exist as two-
or three-dimensional representations
and use advanced algorithms to
evaluate word co-occurrence and
concepts as well as pattern recogni-
tion to represent tens of thousands
of records types in a single image.
The example provided in Figure 3
is from SemioMap® Text Mining
search engine, using the search
clue of “information warfare.” This
advanced tool can be found on the
CALL home page. Under the “Search
Engines” button, choose “SemioMap
Visual Search.”
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Abstract, Summary

Those who have used the Internet
to locate information have discovered
that too much information is as bad
as not enough. An automatic abstract
and summary tool, however, will
enable users to scan a document sum-
mary quickly to determine whether
the record presented to them is what
they are looking for. Some software
applications provide this capability
by presenting users with extracts
from the first paragraph of a docu-
ment. This advanced tool would actu-
ally look for and determine the impor-
tant parts of a document and sum-
marize them. Another opportunity
presents itself with this type of tool —
utilizing the tool internally to create
an abstract and summary and popu-
late a metadata field with the results.

Graphic User Interfaces (GUIs)

A GUI is a good way to customize
software to meet the needs of differ-
ent customers. GUIs should be

transparent to the customer and
seamless interfaces with the systems
they support. Companies may have
to consider developing GUIs for their
users to assist with and contribute
to their responsibilities for data input
or electronic filing. This component
of a life-cycle management system
should not be overlooked because it
is the first thing users may see each
time they log onto their computers
every day.

Security

Security is a crucial component
used to demonstrate the integrity of
an end-to-end records management
system. It is the component that
provides access to the appropriate
people and protects the system and
records within it.

Access

Access to each system must be
controlled. This control is typically
accomplished by using passwords
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or other more sophisticated means.

Some control methods use finger-
prints, voice, retinal scans, and facial
features to authenticate access;
however, the level of protection used
must be weighed against the loss or

corruption of the records sets.

Multilevel Security

Multilevel Security (MLS) is a tool
that is used in national security
situations, and it is being investigated
for use in the private sector. The
incorporation of a MLS system
would remove the need to have com-
pletely separate systems for each
level of restriction. Instead, a single
access point would be used for all
levels, and the data would be
returned as requested, returned with
modification, or simply returned as a
null set in which the user would
think that simply no matches were
made to the query sent.

Redaction and Sanitization

Redaction and sanitization tools
in collaborative use with a MLS
system would perform the required
functions of protecting privacy
information by replacing real names
and places with fictitious ones
(sanitization) or simply covering up
the protected information with an
opaque marking that cannot be
removed (redaction).

Communications

The communications compo-
nent of this system refers to the
landline and satellite infrastructure
to support the access and dissemi-
nation of knowledge and records
from anywhere on the globe. This
structure represents a means to
transmit and receive massive
amounts of data. If you consider
that the amount of data held on a
conventional floppy disk is 1.2MB,
you have an idea of how much
information is stored on that disk.

Now, relate this concept to high-
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definition television, which needs
1.2GB (1,000 floppy disks) per sec-
ond to be transmitted and stored
through a relatively narrow pipe.
The following example gives a feel
for how large this problem is: if
hundreds of thousands of people
request a two-hour movie simulta-
neously, the equivalent information
stored on 7.2 million floppy disks
would have to fly flawlessly
through the air to the exact places
that it is needed.

This same daunting task is
facing landline communications.
Researchers must continue to develop
new ways to get more information
inside the same size pipe without
causing any loss of resolution or
content of these priceless knowledge
sets. Numerous projects are under
way to investigate ways of splitting
light into its various color components
and sending different information
on each color band (wave division
multiplexing) or of compressing
digital information with advanced
techniques that compress at 500:1
and only transmit information that
has changed in a video scene or
document.

Web-based Technologies

The World Wide Web has
changed the way almost every
company and organization provides
and presents information and prod-
ucts to its customers. The emergence
of Web technologies has led the
development of software applica-
tions. Most organizations, including
the DoD and the federal government,
continue to have requirements for
Web-compatible software and appli-
cations. The DoD is a heavy user of
the Internet, both as a customer and a
consumer. However, the DoD does
not just consume. Vice President Al
Gore has supported an initiative
to invest government funding to
improve Internet connectivity and
capabilities. The DoD is collaborating

with major commercial communica-
tion companies to ensure future
communication requirements are
being identified through operational
prototyping and spiral development
projects such as those implemented
under the DITT.

Identification, Longevity,
Preservation

Web servers are not records
management systems or long-term
repositories, but they were designed
to  provide convenient access
to information. Normally, when
records are readied for the Web, they
are converted from their native
format into a format called “hyper-
text markup language” (HTML).
Metatags are identified along with
keywords that are hyperlinked,
thereby enabling Web browsers to
search for and find information. To
the authors” knowledge, no stan-
dardization exists for identifying
records and their respective metatags
and hyperlinks. Additionally, unless
a company has instituted a policy
to maintain an electronic record in
its native format for migration and
functional management purposes,
only the HTML format or a nonmi-
gratable format such as PDF is
retained. The HTML or PDF docu-
ment is then placed on a public
or open system that was never
intended to ensure data integrity
or provide long-term maintenance
of that record.

Web servers remain a way to
access and disseminate information
and records. CALL-DITT is exploring
and testing ways to enable Web
team personnel to create a document
for distribution with its associated

Web  while
sending the

metatags for the
maintaining and
original electronic record with its
associated metadata/tags to a
long-term repository for preserva-
tion, management, long-term refer-
ence, and utilization.

Challenges in
Implementation
and Integration

Two important challenges to
implementation and integration of
the CALL-DITT system are technical
and political.

Technical

The technical challenges that exist
in implementing a fully integrated
records management system are
in two key areas: functional
performance and standardization.
Functionality of the system should
be driven by its intended use and its
customers and not by production
statistics. Many technical solutions
can perform the same function.
Functionality also prevents “big
brother” from dictating which vendor
supplies your system, as long as the
functions are performed.

Difficulties arise when one system
must interface with systems at other
locations that may or may not have
compatible databases. This nonstan-
dardization means that data struc-
tures and formats may not be
compatible. The result of this incom-
patibility will manifest itself when
you are not able to see and/or use
the information and knowledge in
systems dissimilar from yours. If
functional processes and standardized
metadata are used to describe records,
these challenges are alleviated.

These same concepts address the
issue of front-end collection of
records and supporting metadata,
and thereby prevent the costly
capture and conversion of records
late in their life cycle. Once records
have reached the point where the
processes for handling them are
primarily manual, they provide
limited value-added usefulness.

One of the remaining challenges
is in the area of remote use and con-
trol of a records and information
management system. Records have
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limited usefulness if they are not

shared, so your systems should be
targeted toward the lowest echelon
of use. That user may be someone
in the office across the hall or in a
foxhole on the other side of the
world. In either instance, the end
user should be able to put records
into the system and search for
records already resident within
the system.

Political

The primary political issues
surround the “not-invented-here”
syndrome and around the old axiom
that “knowledge is power.” The not-
invented-here issues address the mis-
perception that “I” am the only one
who has a vested interest in these
records, and therefore only
protect and provide access with the

“T" will
integrity required. If users can agree
on the functional processes and the
required metadata, protection and
access become a moot point because
the end state would be the same in
any agency and/or situation.

The second political issue is one
of power. One who holds the
knowledge holds the power and,
more than likely, the budget to go
along with it. These issues are
addressed in the reasons for pro-
moting distributed archives. If all
knowledge existed in a single loca-
tion, users could not build enough
communications infrastructure to
support the system. A risk of terror-
istic threats or acts of war that could
cripple the nation by simply
destroying a single site would be
added as well.

Roadmap to Construction of
a Successful Records
Management System

Development of a life-cycle
management system should be
accomplished in small steps. Spiral
development is the best approach to

constructing a successful system.

Small Steps With End-State Vision

Concept plans must be devel-
oped; however, when you actually
begin to implement the concept,
start small. Determine a process,
function, or piece of the overall sys-
tem that will provide a foundation
for other systems or processes to
build on or feed into. Employ a
team concept. Life-cycle manage-
ment systems developed in a vacu-
um or those with only one informa-
tion discipline focus will not flour-
ish in today’s information age.

Spiral Development

Spiral development techniques
either in-house or contracted out,
enable companies and organizations
to design a little, test, then refine their
requirements. This type of system

development has become more
successful. Spiral development and
implementation enables companies
and organizations to have a continu-
ous line of communication with the
developers and users and actually
assist with the development and test-
ing phases. This process of “develop a
little, test a little” enables functional
users to clarify or adjust their require-
ments to enhance the capabilities or
functionality of a product or system
while it is in the development stage.
Small
teamwork, a lot of luck, and good

steps, common sense,
planning will enable your organiza-
tion to develop and implement a
system that will manage multimedia
records and provide a value-added
business asset to your company
or organization. M
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